Recording Phone Calls: Guidelines for obtaining and recording consent to record
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Background
Federal and state wiretapping laws require that at least one participant in a phone call or in-person conversation provide consent to be recorded. Several states (including Michigan) have additional and related ‘eavesdropping’ laws that make it illegal to capture incidental recordings of individuals who are not participants to the conversation. Federal law (18 U.S.C. 2511(2)(d)) requires single consent to record, meaning at least one party to the conversation has to consent to be recorded. SRO addresses this in our commitment statements by ensuring that interviewers provide consent to be recorded.
Two-Party Consent States
There are 11 states that require two-party consent must be obtained. These are:
· 
· California
· Connecticut
· Florida
· Hawaii (if with another state)
· Illinois
· Maryland
· Massachusetts
· Montana
· New Hampshire
· Pennsylvania
· Washington

In general, we have used the rule of thumb that if our interviewer is in a single party consent state, we simply need that person’s consent to record. 
Risk
In the case where either the interviewer or the respondent or both reside(s) in a two-party consent state, there is potential risk both to recording interviews without obtaining consent from both parties and to recording the administration of the consent to record screen.
In general, lawsuits have been very rare regarding recording laws. A Lexis-Nexis search identified 327 cases total for violation of the 2-party consent laws, with a visual scan indicating most if not all were dismissed. But there is risk.
SRO’s Position
To mitigate any risk when dialing a respondent in a two-party consent state, SRO proposes that projects follow a 2-step consent process if necessary for obtaining consent to record unless the calls originate from an organizational network such as from the SSL, which is governed by some slightly different laws. This would take effect for new studies looking to start the IRB and programming process after December 2020.
For the 2-step consent process, interviewers would first read a passive consent statement similar to the one currently used on the SCA project, but would allow interviewers to stop the recording if it were refused:
This call may be recorded for quality assurance purposes.
Continue/Continue without recording

If the IRB or a project requires, a project could add a second consent to record the interview after consent to participate has been given. Whether to field this would be up to the project. Also, a project might want to consider whether to re-ask if there was a refusal at the initial consent to record the call. For example:
This interview may be recorded so that my supervisor can evaluate my performance.
Continue/Continue without recording
This will allow us to both meet the minimum threshold of awareness of the recording and consent to record the actual interview. It will also allow us to capture a recording of both the consent to interview and the consent to record, and subsequently abandon the recording should the respondent refuse. However, if there is no need for that second consent, we would advocate simply using the first consent to record.
Recording Storage
For IRB purposes, we want to capture two pieces of information whenever a project records an interview: 1) that we have notified the respondent that the call may be recorded, and 2) consent to record the interview. If a respondent refuses consent to be recorded (the first step), we still want to retain that recording segment up to that point and no further. Similarly, if a respondent refuses to have the interview recorded, we want the recording of that refusal, but no further. This is helpful for both IRB and quality assurance purposes. However, if the recording has any questionnaire responses, it must be deleted in its entirety.
If you have questions, please contact Grant Benson (gdbenson@umich.edu).
