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Members of the SRO and CMT team met with the U-M Office of General Counsel (OGC) on July 23, 2020 to discuss the applicability of the European Union’s General Data Protection Regulation (GDPR) to our work. In general, it was the consensus that as long as our target audience was recruited and assumed to be located within the U.S., and we continue to abide by best practices for disclosure and adherence to IRB protocols and oversight, we should be fine to continue with our current data collection protocols. As a result, we did not take further action at that time.
However, on February 23, the Health Sciences and Behavioral Sciences IRB distributed an email that referenced projects potentially needing to meet online requirements for data collection in countries governed by the General Data Protection Regulation (GDPR). In that email, the IRB noted that the regulation applies to studies that collect individually identifiable data from respondents who are physically located in either the European Union (EU) or the European Economic Area (EEA) while the data are being collected.
In order to reconcile these two views, SRO advises projects that knowingly seek to interview respondents living in the EU or EEA using a web-based survey (particularly if it uses cookies) to follow the IRB guidelines on GDPR compliance. The IRB email included a link to a very helpful site regarding GDPR compliance:
https://safecomputing.umich.edu/protect-the-u/compliance/general-data-protection-regulation-compliance
The compliance website includes a link to a toolkit that has templates that should be included in any web surveys, including a privacy statement, a website privacy notice, and cookie consent and disclosure.
https://safecomputing.umich.edu/protect-the-u/compliance/gdpr-toolkit
The cookie consent and disclosure is a separate consent requirement that a respondent must affirmatively check separately from consent to participate. This is probably the most substantial issue for us to address if we knowingly ask respondents to complete a web survey while physically located in the EU or EEA.
In general, it is our position that if you are asking a respondent to complete a web survey whom you know to be physically located in the EU or EEA, you should ensure that the website is GDPR compliant. This includes posting a link to the U-M privacy statement (https://umich.edu/about/privacy-statement/), a link to the U-M website privacy notice (https://umich.edu/about/privacy/) and applying the cookie banner and consent (https://vpcomm.umich.edu/resources/cookie-disclosure/) in addition to the standard consent. Please note that TSG has not begun work on a technical implementation. The requirements for selectively displaying the disclosure form and recording, storing and reporting on consent will likely vary by project.
