SRC – SRO Stolen or Lost Phone / Tablet

Data breach technical action steps (Updated October 2019)
1. Field staff reports stolen or lost phone to Help Desk 
a. Lost means the equipment is no longer in the employee’s possession, but not stolen.

2. Help Desk does the following:
a. Calls Help Desk Supervisor, Inventory Control Planner, or CMT Pager

b. Disables NT Account, if applicable or if email is enabled. 
c. Opens call (Hardware, Unretrieved Equipment in Footprints)
d. Assigns HD call to DCS-Inventory Control Planner
3. Invokes the appropriate rule (stolen or lost) in the security program immediately
a. Clears off the voice mail, if applicable.

4. Report incident to SRC and SRO Directors (immediately)
a. David Bolt or Mike Etzel sends an email message  to Stephanie Chardoul, Nicole Kirgis, Gregg Peterson, Grant Benson, Sharon Parker, Marcus Blough, and Kyle McCallum (cc: either David or Mike).
b. CMT must report the incident to OVPR within 24 hours.
5. Form incident team
a. 
Incident team determines the content of the cell phone or tablet
i. Incident team will include project members from Data Ops, project staff, and production management staff.

b. Production manager will file an incident report with relevant information, assess sample to determine any transfers needed and assist in obtaining police reports. PM will also determine possible disciplinary action needed.
c. All incidents are considered a high, severe risk (reference SPA 601.25)

a. CMT in consultation with SRO Incident Team will determine actual risk level after details on the case are sorted out.

6. Determine content on phone 

a. Identify the interviewer’s name, identification number, and current projects assigned to provide to Data Ops – who will complete steps 6b through 6g.
b. Identify contacts and contact history stored on cell phone
c. Identify text messages stored on cell phone
d. Identify GPS data

e. Identify voicemail stored on cell phone

f. Identify Survey Data or PII stored on cell phone
g. Provide summary of contents to Incident Team.

7. Initial report of incident to project team
a. 
Incident Team Lead sends an email message to the project’s production manager, the project’s survey director, TSG Manager, and the project’s data manager.
b. Message states details such as who, what, where and when
c. 
Project director will report incident to PI.

8. Replace phone, tablet, equipment, and other material 
a. 
Incident team determines if a replacement phone/tablet is needed.

9. Incident team reports out
a. 
ORIO to project team.
b. Status summary report to CMT as soon as possible.  CIO has 24 hours to report this to ITCS, OVPR, or others, some discussion with impacted parties may be needed.

c. 
Inventory Control Planner files A Proof of Loss form with University of Michigan Risk Management, this requires a police report. This must be filed within one year of loss and is low priority.

d. Summary report of incident to SRO Admin.
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